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The original version of this instruction manual was written in German. All non-German versions of this instruction 
manual are translations of the German instruction manual. 
 

1 Introduction 
Modbus TCP allows the behaviour of a device to be controlled via Ethernet from a PLC and conditions 
queried. On the firewall, this protocol can be used to monitor the connection services (SERVICE, 
IPsec and OpenVPN) and acknowledge CUT&ALARM. 
 
If, for example, an OpenVPN connection is defined between two firewalls and the client was 
configured as inactive (for further information, see the "OpenVPN" use case), the client can be 
activated from a PLC via Modbus TCP and the OpenVPN connection thereby established. 
 
This Application Note primarily uses the IF1000 as an example; the depicted settings are, however, 
identical to those on the IRF2000. 
 
 

 
 

 
Important information: 

- Only one PLC can connect to the Modbus TCP server of the firewall at a time. 
- An exact definition of the registers can be found in 3. Modbus/TCP register specifications. 
- The general registers (Version, Password High, Password Low), the status registers and the 

CUT&ALARM control register can always be addressed (the status registers are read-only, 
however).  

- On the IF1000, the SERVICE control register can only be addressed if the SERVICE interface 
is activated (dialling or hanging up can then be done via Modbus TCP). 

- The IPsec control register activates or deactivates the entire service, i.e., all defined and 
activated connections at once. Those with an active operational mode connect automatically, 
those with a passive mode wait for a connection request. Individual control of the connections 
is not possible. 

- An OpenVPN control register can only be addressed if the corresponding entry is defined (the 
entry can then be activated or deactivated via Modbus TCP). It is not the position in the list 
that matters here, but rather the associated L2-VPN interface. If, for example, the relevant 
entry is associated with the L2-VPN3 interface, the status register and the control register for 
OpenVPN-3 must then be used. 

  



IRF2000 IF1000          4 
Application Note – ModbusTCP API 
 

© ads-tec GmbH • Heinrich-Hertz-Str. 1 • 72622 Nürtingen   
 
 

2 Configuration  
2.1 Activating Modbus TCP in the web interface 
 

 
 
The Modbus TCP server can be activated under Configuration/Advanced/Modbus TCP. In 
addition, the following settings can be made: 
• The server port can be selected freely. If no port is specified, the default port for Modbus TCP 

(502) waits for incoming requests. 
• Access can be restricted to a specific client. For this purpose, the client can be specified either as 

an IP address or as a host name that is resolved when the server is started. If a specific client 
address is not specified, the connection can be established from any computer. 

• To further increase security, a 32-bit password can be specified. Before a client can access 
status and control registers, it must write the password in the password registers. The higher-
value 16 bits in register 0x01 and the lower-value 16 bits in register 0x02. If no password was 
specified, all registers can be accessed directly. 

• To keep from overfilling the event log, only access violations (if the IP address is restricted or if a 
password is requested) are normally reported. If Detailed messages is activated, additional 
information on connection establishment, requests and access times is also logged. 

 
 
Important information:  

- The password is checked when the lower-value part is written in register 0x02. For example, if 
the password is 0xaa11bb22, 0xaa11 must first be written in register 0x01 and then 0xbb22 
written in register 0x02. The password is valid for the duration of the TCP connection. If a new 
connection is established, the password registers are reset to 0x0000. 

- If a host name is used for restricting the client address, this name is resolved into an IP 
address when the server is started, i.e., not when the actual connection is established. Thus, if 
the meaning of a host name changes, Modbus TCP must be restarted. 
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2.2 Activating OpenVPN 
 
For example, to activate an OpenVPN entry that is associated with OpenVPN interface L2-VPN1, the 
PLC must use function code 0x10 (write multiple registers) to set OpenVPN control register 0x24 of 
unit 0x00 to the value of 1. If the OpenVPN control register is set to 0, the entry is deactivated and the 
connection terminated. 
 
Important information: 

- Unit 0 stands for the firewall itself and is the only allowed unit. 
- Activation of the connection is performed immediately and takes approximately 10 seconds. 

The response to the request takes a corresponding length of time. Thus, the receive time-out 
of the PLC must be long enough. 

- Independent of the result of the action, the control register contains the last written value (or 0 
if the control register has not yet been written). The actual status of the connection must be 
read out from the corresponding status register (for OpenVPN1, e.g., 0x14). 

- The other control registers function in an analogous manner (with the exception of 
CUT&ALARM control register 0x10, which can only be set to 0x00 for acknowledging 
messages.). For an exact description of the control registers, see 3. Modbus/TCP register 
specifications. 

 
 
2.3 Reading out the status registers 
 
The PLC can call up all status registers in one request. To do this, it must use function code 0x03 to 
read out 14 registers from starting address 0X10 of unit 0x00. 
 
Important information:  

- It takes approximately 5 seconds to read out all status registers. For performance reasons, the 
status registers should, therefore, not be read out too often (no more than once per minute). 

 

3 Modbus/TCP register specifications 
3.1 Basics 
 
The Modbus TCP implementation is based on the official documentation of the Modbus IDA Independent User 
Organization (http://modbus.org):  
• http://www.modbus.org/docs/Modbus_Application_Protocol_V1_1b.pdf 
• http://www.modbus.org/docs/Modbus_Messaging_Implementation_Guide_V1_0b.pdf 

 
Running on the IF1000 and the IRF2000A is a Modbus TCP server that receives requests on TCP port 502 
(unless configured otherwise). Currently, only logical unit 0 can be addressed; this stands for the firewall itself.  
 
The following function codes can be processed by the Modbus TCP server of the devices: 
• 0x03 (Read Holding Registers – read status/control registers) 
• 0x10 (Write Multiple Registers – write one or more control registers) 

 
For a register that has been read, bit 0 stands for the least significant bit and bit 15 stands for the most significant 
bit of the register. 

http://modbus.org/
http://www.modbus.org/docs/Modbus_Application_Protocol_V1_1b.pdf
http://www.modbus.org/docs/Modbus_Messaging_Implementation_Guide_V1_0b.pdf
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If an error occurs while processing a request, the following exception codes are possible: 
 

0x01 Invalid function code Neither 0x03, nor 0x04, nor 0x10 was used as function code. 
0x02 Invalid register Either the register does not exist or the desired operation cannot be 

performed. 
0x03 Invalid register value The value to be written is invalid for the register.  
0x04 Server error An internal error occurred during the processing of the request. 

 
Important note: The implementation is not time-optimised. For example, it can take approximately 10 seconds to 
establish an OpenVPN connection. It can take approximately 5 seconds to read out all status registers in one 
request. A response from the Modbus TCP server takes a corresponding length of time. For performance 
reasons, the requests must not take place too quickly (in particular, the status should not be queried more than 
once per minute and should be limited to the necessary registers) and the time-outs of the PLC must be long 
enough. Furthermore, only one client can be connected to the Modbus TCP server of the firewall at a time. 
 

3.2 Register overview 
General registers: 
• 0x00 (VERSION) 
• 0x01 (PASSWORD - higher-value 16 bits) 
• 0x02 (PASSWORD - lower-value 16 bits) 

 
Status registers: 
• 0x10 (CUT&ALARM) 
• 0x11 (SERVICE) (IF1000 only) 
• 0x12 (reserved)  
• 0x13 (IPsec) 
• 0x14 (OpenVPN-1) 
• … 
• 0x1D (OpenVPN-10) 
• 0x1E (Big-LinX VPN) 

 
Control registers: 
• 0x20 (CUT&ALARM) 
• 0x21 (SERVICE) (IF1000 only) 
• 0x22 (reserved) 
• 0x23 (IPsec) 
• 0x24 (OpenVPN-1) 
• … 
• 0x2D (OpenVPN-10) 
• 0x2E (Big-LinX VPN) 

 
Status registers cannot be written. The content is similar for all connection-specific status registers: 
• Bit 0 contains information indicating whether the connection is defined at all, i.e., whether the entry exists or 

the service is activated. 
• Bit 1 contains information indicating whether the connection has been activated. For SERVICE, this bit is 

only set temporarily, for as long as dialling takes place. 
• Bit 2 contains information indicating whether the connection actually exists. 
• The other bits indicate type-specific information. 

 
Control registers can be read and written. As long as the corresponding service of a connection-specific register is 
not active or cannot be configured, each write attempt is invalid and exception code 0x02 (invalid register) is 
returned. Independent of the success of an action triggered by writing a control register, the value is written in the 
control register and can be read out. The actual status of the corresponding service must be queried from its 
status register. 

3.3 General registers 
3.3.1 Version (0x00) 



IRF2000 IF1000          7 
Application Note – ModbusTCP API 
 

© ads-tec GmbH • Heinrich-Hertz-Str. 1 • 72622 Nürtingen   
 
 

Is currently always set to 0x0100 and can be read but not written. The higher-value byte is the major version 
number and the lower value byte is the minor version number. 
 
3.3.2 Password (0x01 and 0x02) 
Register 0x01 contains the higher-value 16 bits and register 0x02 contains the lower-value 16 bits of the 32-bit 
password. Both registers can be written and read normally. If a password is requested, it must be entered 
correctly before status and control registers can be accessed. Password verification is performed as soon as 
register 0x02 is written (thus, register 0x01 must be set first). The password is valid for the entire duration of the 
TCP connection. The next time a connection is established, the content of both registers is reset to zero. 
 

3.4 CUT&ALARM register 
3.4.1 Status (0x10) 

Bits Meaning Explanation 
0 ALARM ALARM is active 
1 Internal CUT CUT is active 
2 External CUT CUT is active 

3-15 Not used  
 
3.4.2 Set (0x20) 
The register can be written with value 0x0000 to acknowledge ALARM and internal CUT. The external CUT 
cannot be reset in this way, since it is an applied signal. 0x0000 is the only allowed value. 
 

3.5 SERVICE register 
This section is only available on IF1000 series devices. 
3.5.1 Status (0x11) 

Bits Meaning Explanation 
0 Service active The service is activated 
1 Dial SERVICE is currently trying to connect with a 

remote terminal (dial-out only) 
2 Connected SERVICE is connected with a remote terminal 
3 Dial-out SERVICE is configured as dial-out (as dial-in if not 

set) 
4-15 Not used  

   
 
3.5.2 Set (0x21) 
The register can be written either with the value 0x0001 (establish connection, only for dial-out) or with the value 
0x0000 (terminate connection). 
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3.6 IPsec register 
3.6.1 Status (0x13) 
Version 0.0: 

Bits Meaning Explanation 
0 Service active The IPsec service is activated and the connection 

configured as manual 
1 Activated The connection is activated (always with 

active/passive) 
2 Connected Tunnel is established 
3 Manual Connection can be explicitly established/terminated 
4 Active Mode if the connection cannot be operated manually 

(if not set: passive) 
5 Dynamic remote 

terminal 
The connection is waiting for road warriors (i.e., 
multiple connections are possible) 

6-7 Not used  
8-15 Road warriors Number of road warriors 

 
Version 1.0: 

Bits Meaning Explanation 
0 Defined At least one connection is defined 
1 Activated IPsec is globally activated 
2 Connected At least one tunnel is established 

3-7 Not used  
8-15 Active tunnel Number of IPsec tunnels that are actually 

established 
 
3.6.2 Set (0x23) 
The register can be written either with the value 0x0001 (activate connection) or with the value 0x0000 (deactivate 
connection). For versions older than 1.0, this is only possible if IPsec is configured as manually operable. 
 

3.7 Open VPN registers 
There are 10 OpenVPN registers. 
3.7.1 Status (0x14-0x1D) 

Bits Meaning Explanation 
0 Defined The OpenVPN entry exists 
1 Activated OpenVPN entry is activated 
2 Connected Tunnel is established 
3 Master The entry is configured as master 

4-7 Not used  
8-15 Clients Number of clients (masters only) 

 
3.7.2 Set (0x24-0x2D) 
The register can be written either with the value 0x0001 (activate entry) or with the value 0x0000 (deactivate 
entry) if the entry is defined. 
 

3.8 Big-LinX register 
3.8.1 Status (0x1E) 

Bits Meaning Explanation 
0 Not used  
1 Activated Big-LinX VPN is activated. 
2 Connected The tunnel is established 
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3.8.2 Set (0x2E) 
The register can be written either with the value 0x0001 (activate Big-LinX VPN) or with the value 0x0000 
(deactivate Big-LinX VPN). 
Requirement is that a valid PIN is stored in the device. 
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